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CHAI RVAN BIBLE: One individual has a travel plan to
make. That would be Ralph Sins, travel arrangenents? And |
bel i eve you sent us sonme material, did you not?

MR Sl V5. Yes, this may help when | give the ora
testinmony. Really, it mght just be two itens.

CHAI RVAN BI BLE: A letter from you and from your
Counsel, correct?

MR SIMS: That woul d be correct.

CHAI RVAN BI BLE: Well, why don't you go ahead and
I dentify yourself.

MR. SIMS: Thank you, M. Chairman and nenbers of the
Subcommi tt ee. My name is Ral ph Sins. | am pleased to appear
before you to testify on behalf of the Commercial Internet
Exchange, the Oregon Internet Service Providers Association and
the Washington Association of Internet Service Providers. Who
collectively represent over 200 ISPs in the United States. Also
with ne today is JimHal pert of Piper and Marbury, who is Counsel
to the Commercial |nternet Exchange.

| am Director of Research and Devel opnent for WnStar
Br oadband Services and have been a provider of Internet Services
since 1987. | would like to take a few nonents today and offer

sone infornmati on about the difficulties and realities involved in

preventing illegal ganbling traffic on the Internet.
The associations of which | am a nenber do not
support illegal activities and their nenbers are quick to take

action against those using their services for such activities.
Many people believe that Internet Service Providers or ISP s act
as a traffic officer that can easily control information to and

from certain points. The difficulty lies in the fact that the
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Internet is dynamc. And while that is its strength, it is also
the primary reason that providing traffic control is virtually
I npossi bl e.

The various conputers on the Internet, whether the
one on your desk, the super conputers at research facilities or
your lap top, all are assigned a nunerical address when they
access the Internet. These nunerical addresses are issued to an
organi zation, such as an ISP, for wuse by those wusing its
services. These are known as Internet Protocol or |P addresses
and are the neans by which conputers identify thensel ves.

If all mchines can handle these nunbers quite
effectively, people can’t. And hence a system was devel oped to
map these IP addresses to actual nanmes that can easily be
assimlated by the users of those machines. For instance, a
conputer’s | P address may be 152.163.210.10, but it is known as
www. aol .com In fact, www aol.comhas 18 I P addresses that it is
known to by ot her machines.

This mapping is part as what is known as domai n nane
service or DNS. And it can be conpared to a global telephone
book which anyone can make changes to any entry. Wile a
ganbling site may be at one Internet address one day, it can be
at another on the next. Sinply put, ganbling or otherw se, sites
nove. And they can nove quickly, often within m nutes. The
techniques to do this are available today as conmercial products
from IBM F5 Labs, C sco Systens and others and are used to
provide extrenely high reliability and redundancy in the event
access to a particular Internet site, either by |IP address or by

nanme, is interrupted or severed.
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IBM's product cane out of its methods used to keep
the web sites of the Atlanta A ynpics highly accessible during
times of severe network congestion and overl oad. I nt er net
service providers cannot block sites effectively. As soon as the
bl ocked site noves to another Internet address, the original
filter is no longer useful and legitimate sites mght becone
unavailable as the entire block of IP addresses, containing
nunmer ous i nnocent networks is banned across the Internet.

Second, blocking efforts can slow down a network for
all users. The nore blocks an ISP nmust put in place, the slower
the Internet access. Every time an Internet user requests access
to a site, the network will cross check that site request with a
bl ocked site Ilist. And as you can imagine, it would not take
very long before the blocked site Iist gets quite |arge.

Soon, valuable time wll be lost on each site
sel ection processed to cross check wi thout any assurance that the
bl ocking effort will even be effective. Furthernore, an ISP s
bl ocking efforts would only work for its own network. Thus, if
an Internet Service Providers blocking efforts could sonehow
overcone these obstacles, they would be effective only on that
Service Provider’s own system and networks.

Unless all ISPs in the United States took the sane
steps, mllions of other users would still have access to the
il1legal site. Finally, inplenmenting and updating blocks is tine
consumng and costly. There are over 6,000 ISP s in this
country, nost of whom are small businesses who conpete in a
hi ghly conpetitive market by providing |low cost services wth

| ean staffing and slimmargins. These providers have neither the
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staff nor the resources to police traffic nmoving through their
net wor ks.
In conclusion, M. Chairman and nenbers of the
Subconmm ttee, Internet Service Providers are willing to play a
constructive role in helping law enforcenent to address illega

ganbling activity. Many ISP's already work with | aw enforcenent

and governnent agencies to prevent illegal activities over the
I nt er net. However, it is virtually inpossible for our industry
to stop illegal Internet ganbling traffic for the reasons |’ve
out | ined.

W as an industry cannot easily conply wth
| egislation that required a technical solution to the issue of
i1legal activities on the Internet. And would welcome the
opportunity to further discuss this dilemmma and respond to any
guestions and concerns. Thank you.

CHAI RVAN BI BLE: Questions?

MR, MCCARTHY: Yes, M. Chairman, two questions. The
first one was you're quick to take action and | think I’ m quoting
you correctly, quick to take action against nenbers conmtting
illegal acts. Could you describe to us how you di scern that they
are commtting illegal acts? And when you did that, what action
you’' ve taken against sone of your nenbers? Because we do know
that there are sone |ISP's processing Internet bets from overseas
ganbling sites.

MR SIMs: Yes, sir. | would give you exanples from
ny own | SP service which was, would be somewhat common across the
I nt ernet. If we were notified, for instance, that there were
content that were deened illegal on one of our networks, we would

renove that content. \hether by contacting the individual that



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

March 17, 1999 N.G1.S.C. Subconmm ttee on Regul ati on, 37
Enf orcenent and the Internet, Washi ngton, DC

placed it there to have themrenove it. O we would go ahead and
deny access to that, to that content itself.

MR, MCCARTHY: Wo are you counting on to notify you?

MR. SIMS: People that, who have the purview to nake
t hose deci si ons.

MR. MCCARTHY: Such as?

MR. Sl M5: Well for instance, we have approximtely
3,500 individuals that have their web pages on one of our
machi nes, one of our servers.

MR, MCCARTHY: Yeah.

MR, Sl M5: And these would contain hundreds of
t housands of references to other Internet sites across, you know,
all over the world. They would also have information such as
baby pictures or, what | did |last summer. Maybe they are selling
sonme kind of an item gifts or sonething and using their web site
for that purpose. W don't have the ability to take a | ook at
every one of those references that people have.

MR. MCCARTHY: You're straying from --

MR SIMS:  Well --

MR, MCCARTHY: -- your coment and ny question.

MR SIMS: |I'’msorry.

MR,  MCCARTHY: Your quote was, we're quick to take
action agai nst nenbers who commt illegal acts.

MR SIMs: This --

MR.  MCCARTHY: My question was, how do you get
I nformed about the illegal acts --

MR, SIMS: Sonebody --

MR, MCCARTHY: -- and what specific actions have you

t aken agai nst thenf
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MR. Sl MVE: Sonmebody would bring that information to
our attention.

MR. MCCARTHY: Like?

MR SIMS: Perhaps | aw enforcenent. Perhaps sonebody
that went to a site and saw that there was sonething that we
m ght need to be concerned about. They would |let us know about
It and then we could take action.

MR. MCCARTHY: Do you have any sanples you could give
us?

MR, SI ME: I nternet pornography would be one.
Por nogr aphy - -

MR,  MCCARTHY: No, no, | nean specific exanples of
how you got conplaints and what action you took against the
perpetrator of the illegal act.

MR, HALPERT: Comm ssioner, if I could answer that.

CHAI RVAN BI BLE: Sur e. I dentify yourself again,
pl ease.

MR, HALPERT: |'’m Jim Hal pert and |’ m Counsel of the
Commerci al Internet Exchange Association, a trade association of
150 Internet Service Providers. And there is a systemin place
right now to deal with copyright infringenent which was adopted
in legislation last year by Congress. It passed both houses of
Congress al nost unani nously. And what this does is it has a
system where notices cone into an agent, sonetinmes ISP s call
this person the abuse or conplaint processing person.

And this person is prepared to receive conplaints.
There is a single person within an entity that’'s designated to do

that. The conplaints cone in and they can be handl ed quickly by
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sonme, rather than by some custoner service personnel who gets a
phone call.
MR. MCCARTHY: Ckay, M. Sins has to catch his plane.

Let ne see if | can narrow this down.

MR SI ME: |"ve got some tinme to answer your
guesti ons.

MR. MCCARTHY: Ckay. That's an illegal act or that’s
a potential illegal act wunder copyright |aw ["m sorry, |
t hought you were addressing illegal acts as in illegal ganbling.

VR, HALPERT: Vll, in the event that an ISP is
notified they are under a | egal obligation --

MR, MCCARTHY: Have you been notified of any illegal
ganbling acts?

MR SIMS: No, sir.

MR,  MCCARTHY: Ckay. Do you have a witten M ssion
Statenent as a trade association about what you will and should
do if illegal ganbling acts are reported?

MR SIMS: Broadly defined as illegal activities that
we do not --

MR MCCARTHY: That’s not what |’ m asking. [''m
aski ng about ganbling.

MR SIMS: Specifically, no sir.

MR. MCCARTHY: Okay. So the ISP Industry, and don’'t
get me wong, ny only regret is that | didn’t buy a few shares in
the seven or eight ISPs about two years ago. So | think ISP s
do many marvelous things, but they are not helping us address
this problemwhich many are estimating is going to grow into many

billions in Internet international ganbling.
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| have not yet heard, other than why it would be
crazy and insane for us to suggest that ISPs be a part of the
solution, | haven't heard any real thought -- all right 1’ m going
to give ny second question. You’' ve just been appointed Deputy
Attorney Ceneral of the U S. Departnent of Justice and you can
share this responsibility, gentlenmen. And your assignnent is to
give the President of the United States, so he can give to
Congress, a strategy to deal wth Internet international
ganbling, which is now at a level of 40 billion dollars. \Wat’'s
your strategy?

Besides the fact that ISPs should be exenpted from
any part of this.

MR. Sl MVE: I’m here to address the technical issues
and not the legal issues. | would have to |eave those to those
t hat know nore about that than I do.

CHAI RVAN BI BLE: That woul d be your | awyer.

(Laughter.)

MR. HALPERT: And as a | awer --

MR S| Ms: | do not play a lawer on the Internet,
sir, I'msorry.

VMR, HALPERT: The reginme that |SP's have devel oped
and Comm ssioner, with due respect, | would tell you that our |aw
firmcounsels Internet Service Providers and when it --

MR. MCCARTHY: W took a wild guess that that m ght
be the case when we read your letter.

MR. HALPERT: -- when they becone aware of ganbling
content on their servers, they renove it.

MR, MCCARTHY: Okay.
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MR. HALPERT: And it’s, we're not revealing the
specific clients or the very specific advice. "1l just say it
IS very advisable to that and that Internet Service Providers
recogni ze that where their facilities are being used by sonebody
else to engage in any illegal activity, they have an obligation
to renove that content or to force the custoner that’s put the
content on line, to renove it fromtheir, fromtheir systens.

But the, with regard to an enforcenent regine on a
gl obal scale dealing wth this specific problem our
recommendations would first of all be to establish a system where
notice cones to, again, the specific point on the, designated
point on the Internet Service Provider’s network. And once any
sort of notice of a conplaint about illegal ganmbling activity is
received, again the exanple of WnStar, one conpany with 3,500
sites is actually quite small conpared to, for exanple, Anerica
Online, which will have mllions and mllions of sites.

Maybe ot her providers have hundreds of thousands or
mllions of sites. They can't, they sinply do not have the
resources or the economics to go around nonitoring what’'s on
t hose sites --

MR,  MCCARTHY: I understand the conplexity of this.
| understand that whatever mght be proposed has to have sone
rationality to it. You know, we can’t ask inpossible things to
be done, but | want to approach it fromthe other end. Help us.

MR. HALPERT: If the notice, the notice should go to
a centralized point, with sonebody who is qualified --

CHAI RVAN BI BLE: And when you say notice, you're

tal ki ng about a Court Order?
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MR. HALPERT: No, no. Sinply, it can be an e-mail
But sone sort of notice, ideally froma |aw enforcenent officia
who identifies thensel ves as such

CHAI RVAN BI BLE: You would take down a site based
upon that?

MR, HALPERT: Yes.

CHAI RVAN BIBLE: Al right.

MR, HALPERT: W would need immunity, ideally, either
by contract or by federal law from the site so that they don't
have a contract cal aim against us for renoving the content. But
typically Internet Service Providers have those contracts in
their Subscriber Agreements and their Customer Agreenents and
they can just renove that material if it's illegal. You know
there can be close cases and sone difficult cases, but the
Internet Service Provider, you know, so in the instance of a
close case it would be very hel pful to have i munity.

Because the contract clauses typically say, where you
are engaged in illegal activity rather than when you, we think
you may be engaged in illegal activity. But when these notices
come in it's possible to get illegal ganbling content and
potentially illegal ganmbling advertising off of all the servers
in the United States. Wth regard to foreign sites, the nost

effective way to do this is probably, this is a difficult --

CHAI RVAN  BI BLE: What IS i1l egal ganbl i ng
advertising, | don't know exactly what that is?
MR. HALPERT: Well, it would be advertising for

i1l egal sites.
CHAI RVAN BI BLE: Okay.
MR, HALPERT: Wth regard to --
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CHAI RVAN BI BLE: Not ganbling advertising in general ?

MR, HALPERT: No, no. And it would be hel pful to be
i nformed because Internet Providers again are not experts on
ganbling |aw And it would be difficult for them to
di sti ngui sh. So really the ideal notice conmes from a |aw
enforcenent official whomwe can trust --

CHAI RVMAN BI BLE: And just based upon an e- mail from
a law enforcenent official you take down a site?

MR. HALPERT: Saying who they are, where the content
I's, that they believe that it violates the |aw.

CHAI RVAN BIBLE: No court process, you don’t have to
be naned as a party to any kind of court order or litigation or
anyt hi ng of that nature?

MR. HALPERT: This is the solution that we are
proposing to get content off quickly on the Internet. And again,
there is sonme inportance to have imunity from the, against
calains fromthe person --

CHAI RVAN BI BLE: No, no --

MR, HALPERT: And we believe that this can be a rapid
way of getting illegal content off of the Internet. | would add
that there’s a representative here, a |lawer for the Anmerican
Associ ation of Universities, who are simlarly concerned. And
they also have accepted this general type of frame work to dea
with illegal material on the Internet.

CHAI RVAN BI BLE: | guess, and let ne just interrupt
you.

MR, HALPERT: Sure.

CHAI RVAN BI BLE: | see you people as being like a

phone conpany.
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MR, HALPERT: Yes.
CHAI RVAN BI BLE: [’m surprised you don’t conpare

yourself to the phone conpany, where the phone conpany in effect

MR. Sl MS: I don't think we want the regul ations,
sir. | don't think we want the regul ati ons.
CHAI RVAN BI BLE: No, no, | understand all the

regul ati ons.

(Laughter.)

CHAI RVAN BI BLE: But I nean | don't see Ma Bell in
the business of policing wagering transactions over M Bell
unl ess | aw enforcenent has gotten sone authorization to put on a
tap or a trap of sonething like that.

MR. SIMS: You have two different conponents here and
| want to make one cl ear

CHAI RVAN BI BLE: And it’s very surprising you would
take down, you would take down a site based upon an e-nmail froma
| aw enforcenent official. That’s kind of |ike sonebody taking
down ny phone, | guess, with the local police calling up and

sayi ng, you know, disconnect that phone.

MR.  HALPERT: Wll, it would be to renove the
material on the site that allegedly violates the |aw If the
entire site is an illegal ganbling business and that’s all that’s
there, one would not renove it. But if it’s a, you know, a 13

year old who happens to think it’s cool to provide a link to sone
other site, then you renove the hyper link which is just a,
really an Internet address that sonebody can click on.

CHAI RVAN BI BLE:  You’'re tal king about the Iink?
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MR. HALPERT: Yeah the link, rather than the entire
site.

CHAI RVAN BI BLE: But would you go in and expunge
content off of a site then that was up through your service?

MR, SIMs: There's two conponents here. One is what
an Internet Service Provider would do if there were content on
one of their servers. The other conponent is what an |Internet
Service Provider would do to prevent access, illegal access to a
renote site. For instance an offshore site. |If we established a
contact point wthin our organization that these types of
conpal aints could cone to, | think we wuld also like to nmake
sure, sonmewhere along the way, that this information is wth
sonmebody that’s done their homework. Perhaps a regul atory agency
within the federal governnment or some kind of a source that we
know to be, to be valid.

So that is this person conmes in and says X, vy, z
material on your site violates this law, then we know that that
person is representing the law and is giving us sonme |egal or
giving us a direction.

CHAI RVAN BI BLE: But the law on wagering data, for
I nstance, is an area where there’'s probably, well there is a |ot
of disagreenents anong various jurisdictions as to the use of
wagering data. Is it wused for betting, is it wused for
recreational purposes? You know, what’'s the exact use of it?
And you can go to a site at probably any newspaper in the United
States and you can pull that up.

And certainly those newspapers are going to give you
information as to the point spread, say, on Sunday with the NFL

Now sonmebody in Providence, New Jersey may say, hey, this
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certainly violates what we allow here in Providence. Based upon
that kind of representation, you'll, you d contact that site or
expertly expunge that off of that site if it’s comng through
your server?
MR, HALPERT: Well, the information should cone from
a federal or state |law enforcenment official, first of all, to --
CHAI RVMAN BI BLE: O any rank, caliber or just --

MR SIMS: | think a recognized source.

MR. HALPERT: Yeah, we’'re happy to work with you on a

CHAI RMAN BIBLE: No, I'm--

MR. SIMS: Then let’'s work out the details.

CHAI RVAN BI BLE: You may be giving up too nuch.

MR. Sl ME: That could be, but we need to work, we
need to work further on this.

CHAI RVAN BI BLE: And | don’t know if that bothers

you, but I'mjust, |I'’mconcerned with sonebody having the ability
togoin --

MR SIMS: |’mnot bother yet.

CHAI RVAN BI BLE: You know, sonme |aw enforcenent

person or anybody --

MR,  MCCARTHY: I think it would require nore than
t hat .

CHAI RVAN BI BLE: You know | think you have to have
some process where there’ s adjudication.

MR, SIMS: That could very well be.

CHAI RVAN BIBLE: A Court determ nation, where people
have an opportunity to exercise their due process rights and that

whol e sort of fundanental practice rights.
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MR. HALPERT: Il would point you, if this is of
interest to a regine. You know, we're in a situation where we're
bei ng asked to do one thing that is technically al nost inpossible
which is to try to block access to these foreign sites which is
simply --

CHAI RVAN BI BLE: Foreign sites is a different, is
probably a different, you re tal ki ng about foreign gam ng sites.

VR, HALPERT: Right, we’'re tal king about donestic,
about sites that are operated by entities where the entity
jurisdiction is the U S. Courts. And entity subject to the U S.
|l aw. And those entities can renove the -- on the one hand, there
Is really a trade off here. To be faced with civil injunctions
of the sort that have been proposed in sone legislationto try to
bl ock out these access, or individual U 'S users access to
i1l egal sites.

And M. Sins testinony expalained why that was
probl emati c. The solution that has been developed in other
contexts is to renove content from these servers. And in the
copyright context there is a system where users can request that
their content be put back on line or else there were serious
sanctions for erroneous notifications.

And alternative would be to have process before that
material is renoved.

CHAI RVAN BIBLE: It’s kind of the American way.

MR.  HALPERT: Yeah, 1084 has that. And we're
anenable to a whole variety of solutions but we’'re, you know, in
this context the industry, which makes no noney, | would add
from illegal ganmbling activity in its function as |Internet

Service Provider of one or two very bad apples who are engaged in
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the sort of activities that Conm ssioner MCarthy nentioned. But
this industry nmakes no noney. On the other hand, it’s being
asked to bear a very, very heavy burden to try to do sonething
that is technically inpossible and very expensive and can di srupt
users access to |awful content.

And you know, again, the industry would be receptive
to due process protections with regard to take downs. But in
terms of trying to block user’s access to these overseas sites or
sites that are not on the Internet Provider’s network, that
sinply doesn’t work. It’s very costly.

CHAI RVAN BIBLE: |s that what you were required to do
under the Kyl Bill that failed | ast year?

MR, HALPERT: In versions of that Bill, yes.

MR MOORE: Help ne a little bit. This Comm ssion’s
real concern is Internet gam ng. And | believe that we ve

al ready gone on record as being opposed to that, unaninously.

Whether it's legal or illegal, 1'm against it. And you're
telling us, | think that |I'’m gathering, that it’'s going to be
just as hard to control legal ganbling as it is illegal ganbling,

or am| m sreadi ng you?
VR SI MS: It’s going to be very difficult, if not

| npossi ble, for the Internet Service Provider to keep access from

a site, illegal access. Wuether that site is providing access to
US. citizens illegally or whether an individual user on that
site is accessing even a U S. site illegally.

MR MOORE: But if we don't prohibit, not control it
or regulate it, but if we don't prohibit Internet gamng and
let’s suppose it is legal in MGM Grand, we’'ll pick on, wants to

have Internet gamng, there's nothing to keep themfromit. Now
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then, let’'s say that it is illegal. Wat if a place in the
United States, | mean we do a lot of things illegally in the
United States. So what if he still wanted to have Internet

gam ng, how would you catch hin? And how woul d you control hinf

MR. Sl MS: It would be, step into your legal field
here. It would be, we would take a | ook at the site being housed
within the United States and applicable per the laws of either
t he federal government or the --

MR. MOORE: So you can tell who it’s com ng fronf

MR SIMS: -- or the state. [It, you may, it can be
determ ned which network that it is on and then you can contact
that network provider. And again, | think with a Court Order or
sonmet hing would do this. And that network provider could provide
information on where that site actually sits. You know, if
there’s legal satisfaction that there is illegality going on.
And then you could renove the content fromthe site or you could
renove that site’'s access fromto the network at that point.

But again, if you have ten mllion people that are
accessing a site that is on the Internet it is, wthout renoving
the site itself, it is virtually inpossible to stop the access to
that site. Wuld you like sonme clarification?

MR MOORE: Well, not really I don’'t guess. \Wen we
prohibit this, how are you people going to help us? How are you
peopl e going to help us control Internet ganbling?

MR. HALPERT: What we have put forward is a system
where if the ganbling content is, has been posted by one of these
bad apples in the United States, people engaged in illegal
activity, Internet --

MR MOORE: What if it’s a good apple?
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VR, HALPERT: There are many people who place, the
overwhel mng majority of content on the Internet, Conmm ssioner
Is unlawful content many of which serve very inportant public
heal t h purposes --

MR, MOORE: Sure.

MR, HALPERT: -- education purposes, etcetera. The
peopl e who woul d use, who would violate federal |aw and put up
or state law and put up illegal content on the Internet, if
Internet Providers received due notice and we’'re very anenable to
a due process, due process protections, M. Chairman. W stand
ready to assist in ensuring that that content is not on --

CHAI RVAN  BI BLE: But you'd also settle for
I ndemrmi fi cation though.

MR, HALPERT: Excuse ne?

CHAI RVAN  BI BLE: You'd also settle for ful
I ndemmi fication, if you re fully indemified against any kind of
wrongful act if you are enforcing sonme sort of an order from
sonebody ot her than a Court.

MR. HALPERT: well, we would need -- but if you're
Subconm ttee were to see fit to have procedural protections, we
are very happy to see procedural protections.

CHAI RVAN BI BLE: Wiy don’'t you do this. This is a
pretty conplicated topic here and | know you've got a really
tight travel schedule. Wiy don't you give this issue quite a bit
of thought and nmaybe give us eight or nine recomendations as to
how | SPs can be involved in the process. |If you have eight or
ni ne i deas.

MR SIMS: |I'msure within 6,500 | SPs we could cone

up with a few I would ask though, are you interested nore in
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renoval of the content and how we mght do that or are you
interested nore in preventing Johnny Ganbler in the state of |owa
fromaccessing a site --

CHAI RVAN BI BLE:  Probably bot h.

MR SIMS: -- overseas.

CHAI RVAN BI BLE: Probably bot h.

MR. SI M5: Because the access issue --

CHAI RVAN BIBLE: |Is a different issue.

MR SIMS: -- is a technical issue. And the content
I ssue woul d be a | egal issue.

CHAI RVAN BI BLE: Right.

VR SI MS: And | think the two, the information is
going to cone from two separate sources on the suggestions. W
don’t have a good suggestion for --

CHAI RVAN BIBLE: | would like to take a | ook at both.

MR. Sl MS: W don’t have a good suggestion for the
access part because of the technical difficulties involved in
doi ng that. Maybe if we, you know, if we took six nonths or a
year and brain stornmed with a group

MR, MCCARTHY: We probably have about two weeks
before we wite our final report.

(Laughter.)

MR.  SI MVE: Unfortunately, the wheels of ISP s,
because we are a fledgling industry, nove a lot slower than the
gover nnent .

MR, MCCARTHY: Well, we know how fast ISP s operate
i ndi vidual ly, so maybe you can get themto speed up a little bit.

MR SIMS: W have sonme good ideas. W’'II|l get back

to you.
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MR, MCCARTHY: You said much nore than you, at | east
| heard you say nmuch nore than you said in your nenp to Valerie
Ri ce, that you have here.

MR. HALPERT: Toward the end of the neno to Valerie
Ri ce, sone of these suggestions are contained. The main problem
Is there is a msunderstanding that Internet Service Providers
can serve, as M. Sins expalained, as a traffic cop and take care
of the problem of the small anmpbunt of illegal content that is
actually on the Internet.

The Internet was not designed to serve, to work that
way. It’s designed rather to make different networks connect
with each other and even to survive disruptions in the way that
t he networ k works.

CHAI RVAN BI BLE: Am | wong if | analogize just to
requiring 18D for instance to ferret out all the illegal bookies
in the United States?

VMR, HALPERT: It would be fairly simlar. It would

actually be nore conplicated, given the way the Internet works,

to block it.

CHAI RVAN BI BLE: And you people at least are a
conduit and the mddle man in the transaction. | don’t know as
iIf you should be the policeman in the transaction. And |'m

clearly concerned if you are going to start renoving things from
that based upon sonme representation of sonebody w thout having
fully accorded due process or rights.
MR, HALPERT: And the legal -- I'msorry, go ahead.
MR.  SI MVE: There are many players between the
Internet Service Provider and the end user when you get into

t el ephone conpani es and nodem manufacturers and so forth.
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CHAI RVAN BI BLE: Oh, | understand. A lot cases in
terns of Internet wagering were under the Wre Act because of the
connecti on between the conputer and the ISP, it took place over

wires, it was a wire transni ssion.

MR Sl Ms: People don't |Iike to lose their
t el ephones. If, you know, you are able to work out sonething
with the telecomunications <carriers that wll actual ly

di sconnect phone service from sonebody that’s using their phone
in an illegal manner, | think that you mght be able to solve a
nunber of different issues that we’'re confronted with here.

CHAI RVMAN BIBLE: The lining information is a perfect
exanpl e. Because |'m sure if you go in a jurisdiction in the
United States you are going to find a nunber of jurisdictions
that will take the position that |lining prevention is information
that is illegal in shall be dissem nated. And they' d be witing
you and telling you to take down the |line information.

MR, SIMs: But then you also have the comon carrier

and again --

CHAI RVAN BIBLE:  You know, | just have sonme probl ens
with that.

MR, HALPERT: Well, 1084D has a system right now to
deal with common, use of common carrier facilities. And it

doesn’t translate <cleanly to the Internet because these
internmediary conduit providers we’'ve been discussing and the
I nternet Access Providers on the U S. end of that technologically
cannot prevent use of their facilities. But there is a notice in
the due process protection there. There are other protections in

t he copyright context.
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But Congress, when it has considered the role of
Internet Providers to date, has never asked them to play this
policing role when they are the conduit. They have asked them
when the content is actually on a conputer server that they
control, a web site has been posted there to play this role of
renovi ng some of the content. And that’s a role that, subject
again to proper process, our nmenbers stand willing to play.

CHAI RVAN  BI BLE: [’m curious on the content
| egislation or in the copyright |egislation, did you get general
score, was there a general score for that |egislation say that
magazi ne publishers, book publishers, newspapers, people that do
have copyright material ?

MR. HALPERT: This was carefully negotiated in a
sonewhat different context. Copyright is a strict liability
statute. So that ordinarily, it’'s sinply copying in any manner
an Internet nmakes automatic alnost incidental copies in the
course of many transm ssions. End users don't see those. But
there was a strong argunent that there was a |ot of copyright
I nfringement going on every single tine a nessage was sent across
the Internet.

And not wthstanding the law that was nuch nore
favorable to themin ternms of holding Internet Providers I|iable,
the intellectual property owners, big intellectual property
owners worked out a solution to the copyright infringenent
pr obl em Again, in a context where their rights were nuch
broader than those under crimnal law, which is sonething that
we, should be nodified a little, sonewhat in the, in the context

of ganbling, but it provides one nodel.
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In other contexts Congress has, for exanple,
conpletely immunized Internet Service Providers for obscene
material, for material that is harnful to mnors or soft-core
pornography. And in the context of material that violates state
crimnal laws and federal and state civil |laws, has held that the
Internet Provider is not |liable for the, for content supplied by
anot her content provider.

So for exanple, Anerica Online in a case decided in
Washi ngton, D.C. involving Matt Drudge, who is now quite a fanous
person, was held not to be liable for |ibelous material that
Drudge placed on his, on the ACL Network concerning Sidney
Bl ument hal , anot her person who has since becone quite fanmous in
the context of sone other things.

CHAI RVAN BIBLE: W're trying to forget those nanes.

MR. HALPERT: Well in this case, America Online, even
t hough Drudge, it advertised Matt Drudge as being on its network
and paid him sonme noney, was not |iable even for Drudge’ s
content. So the Internet, because it is a different nedium it
Is a, as the Suprene Court stated in ACLU versus Reno, which is
the major | andmark decision on the Internet. The Internet allows
anybody to be, have a soapbox. Anybody can publish. And for
that reason, there are particular First Arendnent protections and
Congress has also chosen particular protections from liability
agai nst Internet Service Providers for content provided by other
parties.

And here Internet Providers are not profiting
directly fromganbling activity at all. They tend to charge fl at

rates for their service. And it would be very unjust to hold
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themliable, crimnally or civilly, for content that they cannot
control

CHAI RVAN BI BLE: Well, if you think about the two
I ssues that we asked you and we are on a very short tine frane.
We appreci ate your appearance today.

MR, HALPERT: Thank you so nuch.

MR. SIMS: Thank you.

CHAI RVAN BIBLE: |Is there anybody else that wants to
talk about the first issue that we talked about in terns of
applicability of a ban on the Internet that has any words of

wi sdom that you' d like to provide us? The record should reflect

No appear ances.



